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Emerging Technologies in Focus

• Smart Contracts
• Blockchain
• Artificial Intelligence (AI)
• Distributed Ledger
• Cryptocurrencies
• ICOs
• Cloud-based services
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Key Areas of Technological 
Competency for Lawyers

1. Safeguarding client information
2. e-Discovery, including the preservation, review and 

production of ESI 
3. Practice management technology (communication 

and file share technologies, software for document 
generation, electronic calendaring, and docketing 
tools. Many of these applications are now cloud-
based).

4. Understanding how technology is used by clients to 
design or manufacture products or to offer particular 
services.

5. Technology used to present information and/or 
evidence in the courtroom.

Source: Steven M. Puiszis, “Perspective: Technology Brings a New Definition of Competency”, 
Bloomberg BNA (Apr. 12, 2016)  

Challenges Presented
• Blockchain

• Complicates remedies, such as invalidating the instrument 
and excusing performance based on other party’s conduct.

• Unclear how blockchain dispute resolution will be handled.
• Extent to which inflexibility of technology will hamper legal 

developments remains to be seen.

• Smart Contracts
• Self-execution does not account for moral concessions

and mitigating circumstances.
• Lack of competence could result in unintended

consequences given the restrictive and immutable
operation of code that may be difficult or impossible to
undo.

Competence
Rule 1.1

A lawyer shall provide competent 
representation to a client. Competent 
representation requires the legal knowledge, 
skill, thoroughness and preparation
reasonably necessary for the representation.
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Tennessee Board of PR 
Formal Ethics Op. 2015-F-159

• Cloud computing offers increased mobility and accessibility to client information, the
placement of a service provider between the lawyer and confidential client
information for which the lawyer is responsible adds a layer of risk and loss of direct
control by the lawyer over the stored or transmitted information.... A lawyer owes the
same ethical duties, obligations and protections to clients with respect to information
for which they employ cloud computing as they otherwise owe clients pursuant to the
Rules of Professional Conduct with respect to information in whatever form.”

• “Use of the technology is ethically proper if the lawyer abides by the Rules of
Professional Conduct: to act competently, RPC 1.1, to take reasonable measures to
protect the confidentiality, security, and accessibility of client information stored and
transmitted through the cloud, RPC 1.6 and 1.9(c); by competently choosing the
provider of the cloud services. The lawyer is not required by the rules to use infallible
methods of protection.”

• A lawyer must use “reasonable efforts” to ensure that the conduct of providers of
cloud-based services is compatible with ethical obligations of the lawyer, and, if the
lawyer is a partner or otherwise has managerial authority in a law firm, the lawyer
must use “reasonable efforts” to make sure that the firm has measures in place to
assure that providers of cloud-based services engage in conduct compatible with
ethical obligations of the lawyer. See RPC 5.3(a) & (b).

Blockchain
• Skills

• Complicated to understand
• Involves mathematics and cryptography

• Does the lawyer appreciate the risks?
• Transactions could be used by rogue states to

circumvent conventional embargoes against trade
and currency exchange.

• Should a child's record, a criminal conviction, or
other data be stored indefinitely?

Nebraska Ethics Advisory Opinion on 
Payment of Cryptocurrency for Legal 

Services - First in the Nation 
• The Nebraska bar issued Ethics Advisory Opinion, 17-03
(Sept. 11, 2017) - lawyers may receive digital currencies as
payment for services subject to various conditions (such as,
“immediately” convert the bitcoin to dollars).

• Opinion requires that lawyers must “mitigate the risk of
volatility and possible unconscionable overpayment for
services” by not retaining the digital currency and by
converting it “into U.S. dollars immediately upon receipt.”

• Opinion acknowledges that a drastic fall in the exchange rate
of bitcoin means the lawyer “would be underpaid for services.”

• Opinion warns that a third party can pay the client’s fee in
bitcoin as long as there is no interference with the lawyer’s
independent judgment.
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Cryptocurrency
• ''KNOW YOUR CUSTOMER'' (KYC) 

Procedure and Compliance. 

• Theft, fraud, and anti-money laundering / 
anti-terrorism concerns / Financial Crimes 
Enforcement Network (FinCEN) recognize 
virtual currencies as having “value.”

Initial Coin Offerings (ICOs)
• Not formally regulated.  SEC Chairman Clayton warned securities lawyers 

about the risks they may assume assisting their clients with violating securities 
laws by helping them structure offerings of financial products that highly 
resemble securities while opining that they are not securities and providing 
“equivocal” advice. 

• SEC Chairman Clayton is overseeing the creation of an internal cyber unit 
focused on identifying violations involving distributed ledger technology and 
ICO.  Plus, SEC enforcement actions have been brought against sellers of 
fraudulent digital coins and tokens.  

• Potential illegalities associated with ICOs: 1) offer, sale and promotion of 
securities; 2) operation of a stock exchange; 3) sale of an unregistered mutual 
fund; 4) failure to meet anti-money laundering laws; 4) sale, advertising and 
promotion of commodities; and the list goes on. 

• Due diligence as to client quality is essential. 
• OneCoin ICO identified by international regulators as a Ponzi scheme.
• If you advise clients that it is difficult to legally operate an ICO and of the high risk of 

violating securities laws, they may move on.  And that is fine.

ICOs
• ICOs of digital currencies have been 

subject to total bans in China to strongly 
worded warnings from the SEC in the US 
and FCA in the UK. 

• Start-ups seeking to offer or raise funds 
using digital currencies, as well as the 
lawyers advising on this growing area of 
legal work, must exercise caution.
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Diligence
Rule 1.3

A lawyer shall act with reasonable diligence
and promptness in representing a client.

Diligence: Cloud-based Services
Attorneys are required to exercise due diligence when selecting a third-party 
cloud service provider. In that context, reasonable diligence has been interpreted 
to involve:

• Reviewing industry standards and determining appropriate safeguards;
• Ensuring provider has implemented reasonable security precautions to

protect client data from inadvertent disclosures, including but not limited to the
use of firewalls, password protections, and encryption;

• Investigating the provider’s reputation and history;
• Inquiring as to whether the provider has experienced any breaches of security

and if so, investigating those breaches;
• Requiring provider to abide by the lawyer’s duties of confidentiality and

provide immediate notice of any breaches or requests for client information;
• Retaining the ability to retrieve backups of all data under lawyer’s control; and
• Requiring reasonable retrieval of information if the agreement is terminated or

if the provider goes out of business.

Illinois State Bar Association Advisory Opinion No. 16-06 (2016), p. 3.

Unauthorized Practice of Law
Tenn. Code Ann. § 23-3-103

(a) No person shall engage in the practice of law 
or do law business, or both . . . unless the person 
has been duly licensed and while the person's 
license is in full force and effect, nor shall any 
association or corporation engage in the practice 
of the law or do law business, or both. . . .

(b) Any person who violates the prohibition in 
subsection (a) commits a Class A misdemeanor.
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Unauthorized Practice of Law
Rule 5.5(a)

(a) A lawyer shall not practice law in a 
jurisdiction in violation of the regulation of 
the legal profession in that jurisdiction, or 
assist another in doing so.

Non-lawyers (TCA § 23-3-103)

• Are	coders	practicing	law	when	they	
program	legal	analysis	into	applications?

• What	is	the	role	of	legal	counsel	in	
blockchain	transactions—i.e.,	what	
constitutes	the	practice	of	law	in	an	
automatically	executing	environment?

• Can	a	computer	“judge”	offers	and	
acceptances?

Varied State Law Ethics 
Guidance on UPL

• A non-attorney preparing a will or contract, representing a
client in court, determining which form pleading to use, or
selecting which terms to include in a legal agreement
constitute the unauthorized practice of law.

• Drafting certain types of contracts—contracts for the purchase
or lease of real property, options contracts, and insurance
policies—has been held to constitute the practice of law.
Blockchain and smart contracts could be applied to do some or
all of these things.

• But not: (1) completing contracts or agreements that did not
involve the exercise of legal discretion; (2) acting as a
scrivener by writing verbatim the information provided by a
customer on a contract or form; and (3) collecting claims
without resort to the courts.
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Tennessee licensed lawyers – out 
of jurisdiction (Tenn. Rule 5.5(a))

• If all transactions occur in a virtual 
environment, where is a lawyer actually 
practicing?

Client Communications
Rule 1.4
(a) A lawyer shall: . . .

(2) reasonably consult with the client about the means 
by which the client's objectives are to be accomplished; . 
. .
and
(5) consult with the client about any relevant limitation 
on the lawyer's conduct when the lawyer knows that the 
client expects assistance not permitted by the Rules of 
Professional Conduct or other law.

(b) A lawyer shall explain a matter to the extent 
reasonably necessary to permit the client to make 
informed decisions regarding the representation.

Changes to the Profession?
• Will lawyers be required to attain basic 

coding knowledge and programming skills? 
• Allowing them to both draft and code contracts?

• Will lawyers with STEM backgrounds be in 
higher demand?

• What roles will in-house legal technology 
departments play (as opposed to traditional 
IT support departments)?
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Risks of Non-compliance
• Lawyers who fail to keep abreast of new 

developments face a heightened risk of:
• discipline,
• reputational damage,
• malpractice,
• alleged assistance of illegal activities, and
• being outpaced in an increasingly crowded 

and competitive legal marketplace

Computer System Security
1. Regular patching and updating of software.
2. Security Incident Response Plan
3. Encryption - at rest and in transit
4. ABA 2017 Legal Technology Survey Report, security breaches 

ranged from a high of 35% for firms with 10-49 attorneys to a low 
of 10% for solos. Yet, law firms report only an overall use of full 
drive encryption of only 21% (up from 15% last year), ranging from 
15% for solos to 42% for firms of over 500 lawyers.

5. Employee and Access Data Management
6. Compliance with data protection regulations HIPAA,GLB
7. Backups
8. Retention and Destruction Policies
9. Phishing / Ransomware - can run exercises!
10. Passwords and multi-factor authentication
11. Mobile Device Management.
12. WIFI / VPN

Ethics Opinion and Law Tracking
• Securing Communication of Protected Client 

Information 
o ABA Formal Opinion 477R* May 11, 2017 (rev. May 22, 2017) 

• Cloud Ethics Opinions Around the U.S.
o https://www.americanbar.org/groups/departments_offices/leg

al_technology_resources/resources/charts_fyis/cloud-ethics-
chart.html

• Metadata (not e-Discovery)
o https://www.americanbar.org/groups/departments_offices/leg

al_technology_resources/resources/charts_fyis/metadatachar
t.html
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