
REVISED EMAIL SECURITY
For the Law Firm



WHAT ARE THE THREATS 
AND 

HOW DOES RANSOMEWARE WORK
• Email campaigns

• False Links in text

• Un-Protected Networks

• Open holes in a Firewall

• Shared Files



EMAIL AGENTS



RANSOMWARE/MALWARE
• Malware - is a general term that refers to software that's harmful to your computer

• Ransomware - Ransomware is a type of malware that essentially takes over a 
computer and prevents users from accessing the computer or the data within the 
computer until a ransom is paid

• In most cases, the software infects computers through links or attachments in 
malicious messages known as phishing emails.

• The software usually is hidden within links or attachments in emails. Once the user 
clicks on the link or opens the document, their computer is infected and the software 
takes over

• Ransomware - finds all of your files and encrypts them and then leaves you a 
message. If you want to decrypt them, you have to pay



TRACKING RANSOMWARE
• Most ransomware is delivered via email that appears to be legitimate, enticing you to 

click a link or download an attachment that delivers the malicious software. 
Ransomware is also delivered via drive-by-download attacks on compromised or 
malicious websites. Some ransomware attacks have even been sent using social 
media messaging.

• Given the number of attackers out there, it will be likely that if you get hit multiple 
times, it will be by a different attacker.

• Whether or not the ransom is paid, keep in mind that attackers will always try 
extracting useful data from a compromised machine

• Assume all sensitive data on the machine was compromised, which could include 
usernames & passwords for internal or web resources, payment information, email 
addresses of contacts, and more.



HOW MUCH DO I HAVE TO PAY
• Atlanta GA - The SamSam ransomware attack that took down the city of Atlanta's 

computer network in March could cost taxpayers $17 million — up from earlier 
estimates of $2.7 million, according to a "confidential and privileged" seven-page 
document reviewed by The Atlanta Journal-Constitution and Channel 2 Action News.

• The Ransom was only $52,000.00

• Average ransomware payout was $1,800 to $6,000.  Some institutions paid as much 
as $20,000

• Generally, 34% of victims pay the ransom.



HOW DO I PAY
• Bitcoin

• Set up a Bitcoin account

• Transfer funds to that account

• Wait for instructions (bitcoin account to transfer to)

• Send money and WAIT and hope……..



WILL I GET MY DATA BACK
• Typically only 47% of victims that pay recover any files according to the news which 

we know is distorted

• Experience – I personally have helped a number of firms pay the ransome and get 
their data back.  

• Advice – Protect your data so that you don’t have to deal with the chance that you 
wont get it back

• Recommended – The FBI and many government agencies recommend that you don’t 
pay the ransomware



CAN MY DATA BE UNENCRYPTED
• Most decrypters take time to build and don’t come out for months if ever after the virus 

has hit

• Decryption is not something that the geek’s can do, it requires skill and an indepth
knowledge of drive structure and encryption.

• DO NOT LET SOMEONE TEST A THEORY ON YOUR DATA, IMPROPER 
DECRYPTION CAN DESTROY YOUR DATA



WHAT CAN MY FIRM DO
• Create a data security plan that speaks to every member of their team. Educate 

employees on strategies for identifying phishing attacks and other dangerous threats 
aimed at fooling people into compromising networks.

• Engage outside IT security experts and have risk assessments completed on a regular 
basis. If you can identify vulnerabilities, you can put a plan in place to minimize or 
eliminate them.

• Enforce a password policy that limits access and requires authorized users to 
regularly change their credentials.

• Create a comprehensive breach response plan. After you’ve been hacked, it will be 
too late to develop a competent response that protects the Firm’s reputation.



PRIVACY IN OUR TECHNOLOGY
• VPN’s 

• Non Corporate VPN’s

• Many firms now employ or distribute VPN connections that can filter out much of the 
possibility for Ransomware and Malware attacks by using a private connection.  These 
are most often tied to the corporate network for mobile users and block hackers from 
using open ports to get on the network

• However they now have private VPN connections that can help to eliminate cyber 
hacks when your in public.  Such as hotel or restaurant wi-fi hotspots that most people 
use on a daily basis.    



PRIVATE VPN’S
• Cyber Ghost – www.cyberghostvpn.com $2.75 p/m 7 devices at once

• NordVPN – www.nordvpn.com $3.99 p/m  6 devices at once

• SpyOFF – www.spyoff.com $5.60 p/m unlimited devices

• ExpressVPN www.expressvpn.com $6.67  unlimited devices

• Vyprvpn www.vyprvpn.com $4.17 p/m 4 connections



ADDITIONAL TIPS
• Organizations can also deploy an anti-ransomware technology in order to prevent the 

execution of ransomware, either as a standalone tool or incorporated into the 
organizational anti-malware platform

• Mobile devices are no longer as protected as previously thought

• Malware and Ransomware are now moving to the phones (cell) tablets and other 
devices as we connect them to our networks, social media and corporate networks



THE END RESULT
• There is a whole new economy for cybercrime, one with risk management gaps that 

allow it to thrive. One significant gap is that the cyber insurance industry is in many 
cases useless when it comes to ransomware. Most policies have an “extortion” clause, 
but the deductibles are cost prohibitive and require hundreds of thousands to be 
extorted before the insurance will kick in. Plus, policies are typically invalidated if a 
cyber-extortion clause is publicly disclosed.


