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FLYING SAFELY IN THE 
CLOUD:  WHAT YOUR BUSINESS

SHOULD CONSIDER WHEN
MOVING TO THE CLOUD
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Butler Snow LLP

What Exactly Is Cloud Computing?
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Information stored on the cloud is 
indirectly saved on one’s data 
center, and it can still be used by 
hackers through unique set of 
methods like weak passwords 
detection, email phishing, lack of 
MFA, etc.

What Exactly Is Cloud Computing?

1,244:  reported data breaches in U.S. 
in 2018

446,515,334:  total number of exposed 
records in 2018 data breaches (up 
126%)

$7.91 million:  average cost of U.S. 
data breach

Data Security Risks in the Cloud
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• Cloud account hijacking

• Denial of service attack

• Malicious insider attacks

• System vulnerabilities

Data Security Risks in the Cloud

KEEP SENSITIVE/CLIENT INFORMATION
CONFIDENTIAL:

Ø Protect the confidentiality and security of 
client information stored and transmitted 
through the cloud.

Ø Safeguard client information against 
inadvertent or unauthorized disclosure.

Ø Prevent client information from coming 
into the hands of unintended recipients.

Legal Perspective & Pitfalls:
Confidentiality in the Cloud
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• 1.1 – provide competent 
representation.
• 1.6 – keep client information 

confidential.
• 5.3 – responsible for conduct 

of nonlawyer.

Confidentiality & Cloud Computing

1.1 – comment re. maintaining competence:

• TRPC –should keep abreast of changes in 
the law and its practice . . . . Comment [6]

• MRPC – should keep abreast of changes in 
the law and its practice, including the 
benefits and risks associated with 
relevant technology . . . . Comment [8] 
[amended in 2012]

Confidentiality & Cloud Computing
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TRPC 1.6 – comments re. preserving confidentiality: 
– act competently to safeguard info. against 

inadvertent or unauthorized disclosure by . . . other 
persons . . . who are subject to the lawyer’s 
supervision.  Comment [15].
– take reasonable precautions to prevent the info. 

from coming into the hands of unintended 
recipients.  Does not require use of special security 
measures if method affords a reasonable 
expectation of privacy.  Comment [16]

– Special circumstances may warrant special 
precautions. Id. 

– Factors re. reasonableness of expectation of 
privacy:  (i) sensitivity of the info. and (ii) if 
protected by confidentiality agreement.  Id.

Confidentiality & Cloud Computing

MRPC 1.6(c) – make reasonable efforts to 
prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation of 
a client.: 
• Not a violation of paragraph (c) if the 

lawyer has made reasonable efforts to 
prevent the access or disclosure. Comment 
[18].

Confidentiality & Cloud Computing
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MRPC 1.6 - preserving confidentiality:
• Factors re. reasonableness of lawyer’s efforts:
– sensitivity of the info.;
– likelihood of disclosure if additional safeguards 

are not employed;
– cost of employing additional safeguards;
– difficulty of implementing the safeguards; and 
– extent to which the safeguards adversely affect 

the lawyer’s ability to represent clients (e.g., by 
making a device or important piece of software 
excessively difficult to use).  Comment [18].

Confidentiality & Cloud Computing

TRPC 5.3(b) – make reasonable efforts to 
ensure that the nonlawyer’s [cloud provider’s] 
conduct is compatible with the professional 
obligations of the lawyer.
– “Reasonable” means the conduct of a 

reasonably prudent and competent lawyer.  
TRPC 1.0(h)
–Must give nonlawyers instruction and 

supervision . . . particularly re. the 
obligation not to disclose info. relating to 
representation of the client.  Comment [1]

Confidentiality & Cloud Computing
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Confidentiality & Cloud Computing

TN Formal Ethics Opinion 2015-F-159:  
Lawyer may ethically use cloud-based 
services if the lawyer takes reasonable care 
to assure that (1) info. remains confidential 
and (2) reasonable safeguards are used to 
ensure the info. is protected from breaches, 
loss and other risks.
• Guidance in the exercise of reasonable care and 

judgment, rather than mandating specific 
practices regarding the use of such technology.  
(Id.)

• Act competently in choosing the provider 
of the cloud services (1.1), 

• Take reasonable measures to protect the 
confidentiality, security and accessibility 
of client info. stored and transmitted 
through the cloud (1.6), and 

• Use “reasonable efforts” to ensure the 
conduct of cloud provider is compatible 
with your ethical obligations (5.3).

Confidentiality & Cloud Computing
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• While competence does not require a lawyer 
to become an expert in data storage, it does 
require that the lawyer remain aware of how 
and where data are stored and what the 
provider service agreement says.  

• Competence requires the lawyer to select 
competent cloud service providers after 
investigating the qualifications, competence, 
and diligence of the service provider.

Due Diligence in Choosing a Cloud Provider

Guidelines to competently select a cloud provider (CSP):
1. learn how it handles the storage and security;
2. ask about prior data breaches;
3. the CSP signs a confidentiality agreement;
4. if you terminate the CSP or it goes out of business, have a 

method for retrieving the data in a non-proprietary format 
that you can access; 

5. review of the CSP’s data security policy;
6. ask to see data security audits/assessments; and
7. review of who is responsible for backing up your 

company’s data in the event of CSP’s data breach/ransom 
attack.

Due Diligence in Choosing a Cloud Provider
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• Where is my data physically stored (country, city, facility)? Is 
it in more than one location? What controls are in place to 
assure data is kept there?

• Are the cloud-based applications and data stored in more 
than one geographically separated data centers? If so, how 
many and in which countries?

• What physical security measures are in place at the location 
where the provider’s systems are housed?

• Is my data backed up? How often? 
• Who owns the servers on which my data is stored? (Is it the 

company itself or do they outsource to a vendor?) 
• How and when will I be notified if the data is going to be 

moved or replicated elsewhere?

Due Diligence in Choosing a Cloud Provider

• Is my data encrypted at rest? Is it encrypted in 
motion?

• What data, if any, is NOT encrypted? At what 
point in time? Why?

• Do you have encryption keys that would allow 
you to decrypt my data? Who has access to those 
keys? What is your policy regarding the sharing of 
those keys with any third parties such as law 
enforcement, regulatory authorities, court 
orders, etc.?

• What if I “lose” the encryption keys?

Due Diligence in Choosing a Cloud Provider
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• What protection and assurance will you give me that no third 
parties will have access to data I store with your service?

• Do your service providers have access to client data? If so, which 
ones and why?

• Identify all functionality / services that is outsourced and name 
the third party.

• Do these third-party vendors abide by the same security policies 
and procedures that apply to the cloud vendor's employees?

• Are there business or function continuity plans if the third-party 
vendor fails?

• Will you give me notice if you subcontract out to other cloud 
service providers? 

Due Diligence in Choosing a Cloud Provider

• Will you return my data when the 
relationship is terminated? 

• Will you provide transition support if the 
service is terminated?

• Will you securely and permanently destroy 
my data upon my request? 

• Will any of my data in the possession of your 
vendors be permanently and securely deleted 
upon the termination of our agreement?

• How do you send my data to me when the 
agreement is terminated?

Due Diligence in Choosing a Cloud Provider
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• What methods and controls are available 
to ensure that the users who log in to 
access the data are who they say they are?

• Does your service automatically time-out 
after a certain period of inactivity?

• Are similar authentication requirements in 
place for mobile versions of your service?

Due Diligence in Choosing a Cloud Provider

• Do I have exclusive control over who is 
added/removed to the service? 

• Can I can suspend a user’s access to the 
service?

• If an employee leaves my firm, what 
controls do I (or another administrator on 
my account) have available to terminate 
their access to my account?

Due Diligence in Choosing a Cloud Provider
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Know what the CSP service agreement 
says.
• Indemnification if you lose or destroy my data? 
• Limitations of liability?
• Automatic renewal and cancellation of account by 

user?
• Notification of any changes in the terms of service?
• Payment details?

Due Diligence in Choosing a Cloud Provider

• Are there penalties in place when SLA 
obligations are missed?

• Do you offer compensation commensurate 
with any potential financial loss if my 
organization suffers due to lack of 
availability? 

• Do you have a transparent, public site where 
you publish any system issues or outages for 
everyone to see?

• What is your downtime history?

Due Diligence in Choosing a Cloud Provider



5/7/19

13

• Is there a provision in the service agreement requiring the 
CSP to give me immediate notice (preferably within 48 
hours of discovery of the incident) of any suspected 
unauthorized access to my data?

• Will the CSP agree to provide as part of the above 
notification, the following information:
– The date, estimated date, or estimated date range of the 

breach;
– A description of the information that was accessed or 

reasonably believed to have been accessed as a part of 
the breach of security; and

– The number of individuals who were or potentially have 
been affected by the breach.

Due Diligence in Choosing a Cloud Provider

• Is there a provision in the service agreement that will 
require the CSP to cooperate with me to investigate the 
data breach and, to the extent I incur any costs 
investigating a CSP data breach, the CSP will indemnify 
me for those costs?
• Will the CSP agree to indemnify me for any claims 

brought against me by third-parties because of the CSP 
data breach?
• Does the CSP’s service agreement have a mandatory 

arbitration provision that requires any claim or lawsuit 
that you bring against the CSP for a CSP breach require 
arbitration or other alternative dispute resolution 
process? 

Due Diligence in Choosing a Cloud Provider
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Guidelines to competently select cloud provider:

1. learn how it handles the storage and security;
2. reasonably ensure the provider abides by a 

confidentiality agreement;
3. back-up data;
4. if lawyer terminates provider or provider goes out 

of business, have a method for retrieving the data 
in a non-proprietary format that you can access; 
and

5. careful review of the provider’s security policy.

Confidentiality & Cloud Computing

Lawyer also needs to have internal policies and 
procedures to comply with Rules of 
Professional Conduct re. cloud computing:
1. backing up data to allow you to restore data 

that has been lost, corrupted or accidentally 
deleted;

2. educating and training employees who use 
cloud computing to abide by all end user 
security measures, including but not limited 
to the creation and regular replacement of 
passwords.

Confidentiality & Cloud Computing
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BUTLER SNOW DATA PRIVACY & SECURITY
TEAM

§ Advise clients in data security matters 
including breach notification requirements, 
ransomware and data breach litigation.

§ Provide preventative counseling on data 
security.

§ Advise on data security contractual provisions.
§ Advise clients in all matters of privacy laws.
§ Government relations, public relations and 

reputational harm in the event of a data breach.

QUESTIONS?

Melody McAnally
Butler Snow LLP
(901) 680-7322
Melody.Mcanally@butlersnow.com
www.butlersnow.com


