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ETHICALLY STORING AND TRANSMITTING CLIENT CONFIDENCES 
IN THE CLOUD:   TIPS FOR SELECTING A CLOUD PROVIDER AND 

MAINTAINING AND USING CLIENT DATA. 
 

In 2012, the American Bar Association formally approved a change to the Model 
Rules of Professional Conduct to make clear that lawyers have a duty to be competent 
not only in the law and its practice, but also in the technology used to practice law.  
As part of these changes, the ABA’s House of Delegates voted to amend Comment 8 
to Model Rule 1.1, which pertains to competence, to read as follows: 

Maintaining Competence 

To maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated 
with relevant technology, engage in continuing study and education and 
comply with all continuing legal education requirements to which the lawyer is 
subject. (Emphasis added.) 

In March 2017, acting on a petition filed by the Tennessee Bar Association, the 
Tennessee Supreme Court adopted these (and other changes) to the Tennessee 
Rules of Professional Conduct (RPC).   

The new rule requires attorneys to be knowledgeable about law and its relation to 
technology.  Lawyers need to know the benefits and risks of technological 
applications and the standards that regulate them and must explain these concepts 
to clients.   By no means do you need to become your firm’s “Help Desk” or obtain a 
degree in computer science to comply with the RPC, but you do need to be aware of 
the technologies you are using and take reasonable due diligence to know that your 
clients’ data is secure. 

Also, Rule 1.6(e) requires lawyers to “make reasonable efforts to prevent the 
inadvertent or unauthorized disclosure of, or unauthorized access to, information 
relating to the representation of a client.”   This responsibility follows your clients’ 
information into the cloud:   confidential client information stored and transmitted via 
electronic means must be protected.  You must employ, supervise, and oversee third-
party providers with the same reasonable efforts towards security as you maintain 
regarding paper files in your office. 
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WHAT IS REASONABLE DUE DILIGENCE IN SELECTING A CLOUD PROVIDER? 

(In assembling this list, I’ve relied on several sources, notably the Illinois State Bar 
Association’s Professional Conduct Advisory Opinion 16-06 (October 2016) and 
Tennessee Formal Ethics Op. 2015-F-159 (2015).   

A non-exclusive list of tasks a careful lawyer or law firm might undertake includes: 

1. Learning about cloud computing industry standards and the appropriate 
safeguards that should be employed; 
 

2. Investigating whether the provider has implemented reasonable security 
precautions to protect client data from inadvertent disclosures, including but not 
limited to 

 
• the use of firewalls, password protections, and encryption; 
• Background checks of key persons who have access to firm and 

client data; 
 

3. Investigating the provider’s reputation and history, including obtaining 
endorsements from other lawyers or firms; 
 

4. Inquiring as to whether the provider has experienced any breaches of security and 
if so, investigating those breaches; 
 

5. Requiring an agreement to reasonably ensure that the provider will abide by the 
lawyer’s duties of confidentiality and that the provider will immediately notify the 
lawyer of (1) any breaches of information, (2) any attempts by non-authorized 
persons to obtain the client information or (3) any requests by third parties 
(including government or judicial requests) for the client information.  If the 
provider is requested to produce data to a third-party, the lawyer must have the 
ability to respond to the request before the provider produces the requested 
information; 

 

6. Requiring that all data is appropriately and regularly secured and backed up both 
by the provider and the lawyer (if the lawyer chooses), and in a way that allows the 
lawyer to recover the data at any time in a useable format; and 
 



4 
 

7. Requiring provisions for the preservation of the security of the data and the 
reasonable retrieval of data if the agreement is terminated or if the provider 
ceases to provide cloud related services. 

 

In addition, lawyers also need to have internal policies and procedures to aid in 
complying with the Rules of Professional Conduct with regard to cloud computing.  
The Tennessee opinion cites Penn. Formal Ethics Op. 2011-200 (undated) and Me. 
Ethics Op. 207 (2013) which list internal policies and procedures that lawyers should 
adopt in connection with cloud usage such as: 

1. backing up data to allow the firm to restore data that has been lost, corrupted, 
or accidentally deleted; 

2. educating and training employees of the firm who use cloud computing to 
abide by all end user security measures, including, but not limited to, the 
creation and regular replacement of passwords. 

A lawyer may use cloud-based services to store, use and send confidential client 
information. In using cloud-based services, a lawyer must use reasonable care to 
assure that client confidentiality is protected and client property is safeguarded. See, 
RPC 1.6(a) and 1.9(c). A lawyer must comply with his or her duty of competence in the 
selection and continued use of the providers of cloud-based services. See, RPC 1.1. A 
lawyer must use "reasonable efforts" to ensure that the conduct of providers of cloud-
based services is compatible with ethical obligations of the lawyer, and, if the lawyer 
is a partner or otherwise has managerial authority in a law firm, the lawyer must use 
"reasonable efforts" to make sure that the firm has measures in place to assure that 
providers of cloud-based services engage in conduct compatible with ethical 
obligations of the lawyer. See, RPC 5.3(a) & (b). 

 

LAW AND DISRUPTIVE TECHNOLOGIES (TWO HYPOTHETICALS) 
Larry Lawyer is a Tennessee lawyer who is proud to be an innovator in providing legal 
services.   He is a big fan of Steve Jobs, Jeff Bezos and Elon Musk, and he proudly applies 
“disruptive technologies” to his practice of law.   Recently Larry has undertaken some 
innovative strategies to obtain clients and fund litigation.  Let’s examine the ethical issues 
surrounding innovation: 
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DOCTORZOOM AND THE WEB DELIVERY OF LEGAL SERVICES 

1. Larry has identified a market for certain legal services for doctors which may be provided 
on a non-traditional basis.  Larry organizes a company called “DOCTORzoom” which will offer 
to match physician clients with attorneys to provide employment contract review, assistance 
in obtaining hospital privileges, establishment of a medical corporation or partnership and 
basic estate planning services, all at flat, prepaid fees.   

DOCTORzoom (DZ) is not a law firm.  In its advertisements and on its website, it 
adamantly disclaims the practice of law.   DOCTORzoom matches participating lawyers with 
physicians in need of the lawyers’ services.  It provides only on-line consultation.  Prospective 
clients go to the DZ website and select the type of services desired from a limited list, and 
then either review participating lawyers’ credentials and select a lawyer, or the website will 
recommend a lawyer to the prospective client.  The client is quoted a flat fee for the 
requested service.  The client is billed the entire flat fee by DZ at the onset of the transaction, 
and DZ processes the transaction through a credit card or other electronic payment.   The 
lawyer is paid by DZ after the service is complete.   

 
The participating lawyer pays DZ for its services.  Participating lawyers initially sign a 

contract with DZ for legal marketing services and pay DZ $500 to set them up on the website 
and add them to the DZ marketing tools.  He or she is also required to pay DZ a per-case 
“marketing fee” which is deducted from the flat fee already collected by DZ.   The per-case 
marketing fee begins at $150.  It is not a percentage of revenue paid to the lawyer but does 
increase as the total fee collected increases.  The average DZ fee to the consumer is $1000 
(simple employment contract review), but fees of $3,000 to $4,000 are not unheard of.  The 
average marketing fee per transaction paid by participating lawyers is $573.  DZ offers 
consumers a “total satisfaction” guarantee:   If the consumer does not agree that they are 
completely satisfied, the entire flat fee is refunded.  In that case, the lawyer receives no 
compensation.   
 

Clients review legal services on the DZ website and are given a quote for requested 
legal work.  If the client accepts the DZ quote, the client signs a “service agreement” with DZ 
and pays the quoted fee via credit card or electronic payment.  The lawyer and the client 
enter into email communication through the website.   As part of the DZ-attorney legal 
marketing services agreement, the lawyer contractually agrees not to contact the client 
outside of the website until the initial legal matter is completed, and the lawyer agrees that 
he or she will not undertake any additional representation of the client on any matters until 
the DOCTORzoom engagement is satisfactorily completed.   
  

No surprise, DOCTORzoom uses data extensively, and has done a great deal of test 
marketing.  Among the advantages DOCTORzoom claims are a lower cost for the services 
provided, a greater ease of access to lawyers, faster response from the lawyer, and of course 
the “satisfaction guaranteed” feature.  In fact, web-savvy physicians, especially recent medical 
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school graduates, favor the service about 4:1 compared to traditional law office offerings.   
The company plans to use direct email and website ads to educate the physician population 
about its services, and to enter into co-marketing programs with major medical schools and 
residency programs.  The Company is rolling out its services in Tennessee and neighboring 
states but expects to be national in a few months. 
 
 Also, no surprise, more traditional lawyers and various State and local Bar associations 
are scrutinizing legal services companies like DOCTORzoom and generally are finding 
violations or potential violations of the Rules of Professional Conduct in using this sort of 
platform.  As of this date no lawyer has been sanctioned by a licensing entity specifically for 
using a disruptive legal services platform, but the advisory ethics committees of eight states 
(New York, Ohio, Pennsylvania, South Carolina, New Jersey, Utah, Virginia, and Indiana) have 
found this business model to be problematic.  On the other hand, the Attorney Registration 
and Disciplinary Committee of Illinois, in a very detailed 124 page review and opinion, found 
that this sort of platform not only enhances the quality and delivery of legal services to certain 
clients, but recommended significant changes to the rules regarding advertising and fee – 
sharing to accommodate this type of platform. 
 
Larry contacts you.   He wants you to participate in DOCTORzoom – and he wants your firm to 
be one of the preeminent health law firms listed on the website.   Do you take the plunge? 
 

FINANCING LITIGATION:  THE PITFALLS IN SHARING THE WEALTH (AND THE RISK) 

2.  Larry has a client who is a whistle-blower in a potential false claims and fraud suit against a 
large regional hospital chain.  Larry has estimated that the cost of bringing and maintaining 
this suit may be upwards of $5 Million, and the potential recovery by the whistleblower under 
various state and Federal false-claims statutes is possibly $20 to 40 Million.  Larry wants to 
enter into a contingent fee arrangement with his client wherein he recovers his expenses and 
one-third of the whistleblower’s ultimate reward.   However, financing this litigation will strain 
Larry’s professional and personal finances and he doubts he can bring the suit without some 
source of funding. 

Larry has been contacted by a venture capital fund named “Lawsuits R’ US” which finances 
litigation in American courts.  LRUS is a Delaware partnership with 37 partners, including 
trusts, corporations and individuals.  Only 4 of the partners are lawyers, and none of those 
individuals are licensed in Tennessee.  LRUS is very interested in financing Larry’s litigation 
efforts on behalf of the whistleblower, and proposes the following arrangement: 

LRUS will make Larry a non-recourse loan of $5 Million, secured only by the potential 
legal fees in the whistleblower litigation.   Larry will sign a loan agreement with LRUS 
in which he will undertake to diligently prosecute the claims of his client and will 
report on a monthly basis to a lawyer selected by LRUS to review the status of the case 
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(called the “Monitor Lawyer” in the loan agreement).  In addition, Larry agrees to 
accept “advice and guidance” from this Monitor Lawyer during the prosecution of the 
case.  

 In the event Larry recovers legal fees, they will be applied as follows: 

• The first $5 Million will be paid to LRUS to repay the loan. 
• Any amount over $5 Million but under $8 Million will be divided between Larry 

and LRUS with Larry receiving 85% of the fees, and LRUS receiving 15%. 
• Any amount over $8 Million will be divided equally between Larry and LRUS. 

This seems to Larry to be an ideal situation, and he’s about to sign up.   He happens to have 
lunch with his old law school friend Evelyn Ethical, Esq. and when Larry tells Evelyn about his 
great fortune in putting together this deal, he’s surprised to hear Evelyn tell him that the deal 
is a violation of the Tennessee Rules of Professional Conduct! 

Is Evelyn correct?   How are the RPC implicated in Larry’s deal? 

Can any defects be cured?  For example: 

• What if Larry takes the same non-recourse loan from LRUS but instead of a “split”, 
payments that become due are simply repaid at principal plus an annual interest rate 
of 4 percent? 

• Larry undertakes full recourse for the loan, meaning he must pay it back regardless of 
the outcome of the underlying suit, but the condition for monitoring Larry and the 
litigation remains? 

• Would the analysis be different if LRUS was comprised only of lawyers?  Only licensed 
Tennessee lawyers? 


